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ProjectCHAT 2024 pitched:
“If you can manage people, you can manage AI”
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_ ADFA 4s you'd expect, we've put some research behind that ... ur;fw
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Mapping Human-
AI Assurance Software-AL Conclusions
Assurance

Human-Human Software
Assurance Assurance

Todays Masterclass:

Introduction - Why AI-Enabled systems need new assurance (KJ)

What can we take from Human-Human assurance? (RM)
Validation Activity 1

What can we take from Software assurance? (RM)
Validation Activity 2

What have we found in AL assurance? (KJ*12, RM*8)
Validation Activity 3

What happens when we map Human-Human to Software and AI assurance (RM)?
Where does the burden fall?
What are the gaps?

Conclusions (KJ)

= ADFA =
.\F UNSW
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Mapping Human-
AI Assurance Software-AL Conclusions
Assurance

Human-Human Software
Assurance Assurance

« Al-enabled systems are prevalent.
* No IT developer or engineer today will avoid Al ML use unless directed, as:

* it usually provides efficiency & superior performance
« IT developers & new engineers quickly grasp the concepts

* Most risks with Al-enabled systems are readily managed when there are these
controls for engineered systems:

* System safety engineering (i.e., MIL-STD-882)
» System security engineering (i.e., NIST SP 800-172 cybersecurity RMF)
« Early validation & involvement of representative users
« Problems with Al-enabled systems are likely when development is:
* not iterative
» testing is not integrated (DT & OT)
» multi-proprietary,
*multi-generational,
*multi-security, or

*IT developers have an isolated approach or ‘grab bag’ of OTS

s F.H. Ferreira, E. Y. Nakagawa, and R. P. dos Santos, ‘Reliability in Software -Intensive Systems: @
_ AD FA Challenges, Solutions, and Future Perspectives’ (paper presented at 47th Euromicro Conference UNSW
CYF stuan s ronc acaoem on Software Engineering and Advanced Applications (SEAA), September, 2021). AT
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AI Assurance Software-AL Conclusions
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Human-Human Software
Assurance Assurance

Australia’s Al Ethics Principles (2024 +)

Department of Industry, Science and Resources

Australia's 8 Artificial Intelligence (Al) Ethics Principles are designed to ensure Al is safe, secure, and
reliable. Generally, those in green affect systems engineer training, those in blue are
management/governance training

‘Human, societal, and environmental well-being: Al systems should benefit individuals, society and
the environment.

‘Human-centred values: Al systems should respect human rights, diversity, and the autonomy of
individuals.

*Fairness: Al systems should be inclusive and accessible, and should not involve or result in unfair
discrimination against individuals, communities or groups.

*Privacy protection and security: Al systems should respect and uphold privacy rights and data
protection, and ensure the security of data.

*Reliability and safety: Al systems should reliably operate in accordance with their intended purpose.
*Transparency and explainability: There should be transparency and responsible disclosure so
people can understand when they are being significantly impacted by Al, and can find out when an Al
system is engaging with them.

«Contestability: When an Al system significantly impacts a person, community, group or environment,
there should be a timely process to allow people to challenge the use or outcomes of the Al system.
*Accountability: People responsible for the different phases of the Al system lifecycle should be
identifiable and accountable for the outcomes of the Al systems, and human oversight of Al systems
should be enabled.

A D F A industry.qov.au/publications/australias-artificial-intelligence-ethics-principle s/australias-ai-ethics- Ii;
A \ DEFENCE FORCE ACADEMY rln CI le ." l: ? ......
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NIST Al RMF (NIST Al 100-1, Jan 2023) (https:/nvipubs.nist.gov/nistpubs/ai/NIST.Al.100-1.pdf )

‘is a guidance designed to improve the robustness and reliability of Al by providing a systematic
approach to managing risks’

is built on four functions:

) o Map ‘ Measure
Govern - risk-aware organizational culture, Contaxt is e Identified risks
. L recognized and risks L5 . “ . are assessed,
Map - contextualize Al systems within broader related to context B analyzed, or
] . o are identified A - W tracked
operational environment with impacts across | R, y
technical, social, & ethical dimensions Govern
. . \ A culture of risk
Measure - risk assessment, promoting both .' managemant is
. . I > cultivated and
quantitative and qualitative approaches to - present
understand the likelihood and potential
consequences

Manage - risk response, through a combination of

technical controls and procedural safeguards
Manage

Risks are prioritized
and acted upon

Dangers are in generational Al ML ignorance means: based on a

projected impact

- not ‘risk-aware’
- limited social & ethical exploration when representative users are not involved (i.e. poor test scoping & OTS
shortcuts)

- Don’t understand metrics
- Don’t know technical control & safeguard options

AD F A Primary source to describe NIST Al RMF was s
N\ A https://www.paloaltonetworks.com.au/cyberpedia/nist-ai-risk-management-framework UNSW
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Useful definitions from NIST Al RMF

‘Robust testing is the rigorous evaluation of Al systems under a variety of challenging conditions to
ensure their reliability, security, and performance. It involves subjecting Al models to stress tests,
performance benchmarks, and simulation of adverse scenarios to identify and correct weaknesses.
Robust testing aims to verify that Al systems operate as expected and can handle real-world inputs
and situations without failure.’

‘Trustworthy Al embodies systems designed with a foundation of ethical principles, ensuring
reliability, safety, and fairness in their operations. The development and deployment of trustworthy
Al involves respect for human rights, operates transparently, and provides accountability for
decisions made. To reiterate, trustworthy Al is developed to avoid bias, maintain data privacy, and
be resilient against attacks, ensuring that it functions as intended in a myriad of conditions without

causing unintended harm. e E— Explainable & Privacy-
Resilient Interpretable Enhanced
Transparent
Valid & Reliable

‘Model validation involves verifying that Al models perform as intended, both before deployment
and throughout their lifecycle. It includes a thorough examination of the model’s predictive
performance, generalizability across different datasets, and resilience to changes in input data.
Experts scrutinize models for oveffitting, underfitting, and bias to ensure they make decisions based
on sound logic and accurate data. testing against adversarial examples.’

= ADFA =

NCE FORCE ACADEMY
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‘Algorithmic accountability is the principle that entities responsible for creating and deploying Al
systems must be answerable for how their algorithms operate and the outcomes they produce. It
demands that algorithms are not only effective and efficient but also fair, unbiased, and transparent
in their decision-making processes. Algorithmic accountability ensures that there are mechanisms in
place for auditing, explaining, and rectifying Al-driven decisions, particularly when they impact
human lives. It supports regulatory compliance and bolsters public confidence in Al applications.’

Note on July 26, 2024, NIST released NIST-AI-600-1, Artificial Intelligence Risk Management
Framework: Generative Artificial Intelligence Profile

‘Transparency requirements in Al mandate that the operations of Al systems are understandable
and explainable to users and stakeholders. They necessitate clear documentation of Al processes,
decision-making rationales, and data provenance. Regulatory bodies often enforce these
requirements to ensure accountability, enable the auditing of Al decisions, and foster public trust.
Transparency is pivotal when Al applications affect critical areas of life, such as judicial sentencing,
credit scoring, or healthcare diagnostics, where understanding Al-driven decisions is necessary for
ethical and legal reasons.’

‘Differential privacy is a system for publicly sharing information about a dataset by describing the
patterns of groups within the dataset while withholding information about individuals in the dataset.
It provides a mathematical guarantee that individual data points can’t be reverse-engineered or
identified, even by parties with additional information. Differential privacy is achieved by adding
controlled random noise to the data or the algorithm's outputs to mask individual contributions.’

See also https://research.aimultiple.com/differential-privacy/
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Introduction

Best Practices from NIST Al RMF
‘include principles like
* ensuring data quality [DQ)],

» fostering transparency in Al decision-making
[T], and

- maintaining human oversight [HAT]. ' (I

People

Best practices also

» advocate for the inclusion of robust security
measures,

* regular audits for bias and fairness, and

» adherence to privacy regulations.’

< ADFA Ui
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Human- Mapping Human-

Human :::lmc:‘z AI Assurance Software-AL Conclusions

Assurance

Assurance

Method

 |dentify / select three sources
« Extract top 20 assurance principles from sources, grouped
thematically
« Validate via this workshop
o Are there more important principles?
o Are principles grouped appropriately?

Compare / Map assurance themes
o Human -> Software -> Al
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Mapping Human-
Human j::lmc::z AI Assurance Software-AL Conclusions
Assurance

Assurance

Human Assurance - sources

« Weick, KE & Sutcliffe, KM 2016, Managing the unexpected : sustained performance in a
complex world Third edition., Wiley, Hoboken, New Jersey.

o Uses case studies and research to explain the development of unexpected events,
explore different kinds of unexpected events, and provide guidance
for organisations to maintain control and manage performance in their presence. (456 citations
per Litmaps; 1.4k per Google Scholar)

o Reason, JT 1997, Managing the risks of organizational accidents, Ashgate, Aldershot,
Hants, England y, retrieved from <http://ebookcentral.proquest.com/lib/unsw/detail.action?doclD=4387688>

o This book refined the ‘Swiss cheese’ model of defences, and is used extensively in critical
areas(such as Defence). It contains ‘general principles and tools that are applicable to all
organisations facing dangers of one sort or another’. (4.4k citations per Litmaps; 11.6k per Google
Scholar)

o Rasmussen, J., 1997. Risk management in a dynamic society: a modelling
problem. Safety Science, 27(2-3), pp.183-213.

o Provides a system-oriented approach to risk management modelling based on functional
abstraction. The model contains work system constraints and boundaries of acceptable
performance with subjective criteria guiding adaptation to change. (3k citations per Litmaps; 4.7k
perGoogle Scholar).

AD FA Lllf\/\’/

.........
AUSTRALIAN DEFENCE FORCE ACADEMY
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Assurance

Assurance

Suggested 20 Precepts of Human-Human Assurance

Anticipating Failure &

Drift

Monitoring &
Situational
Awareness

Boundaries, Defences
& Working
Conditions

Communication,
Reporting &
Authority

Sensemaking &
Decision-Making

Resilience &
Adaptation

*(H1) Look for and
investigate small

*(H4) Stay closely
attuned to what is

*(H7) Check that
safeguards still work

*(H11) Create
conditions where

*(H15) Resist simple
stories about

*(H18) Build capacity
to absorb shocks

anomalies actually happening as intended people raise issues complex situations and recover quickly
*(H2) Watch for work *(H5) Match *(H8) Seek and fix early *(H16) Treat +(H19) Enable safe

practices drifting supervision level to upstream *(H12) Ensure team supervision as adaptation when

toward safety limits workload and organisational members watch and continuous procedures don't fit

*(H3) Treat
supervisory

¥ AUSTRALIAN DEFENCE FORCE ACADEMY

system pressure
*(H6) Monitor

contributors to error
+(H9) Make limits of

back each other up
*(H13) Let those with

sensemaking
*(H17) Make safety—

*(H20) Follow
through until risks

assumptions as interactions, not just safe operation dear expertise lead, efficiency trade-offs are actually
provisional and test individual and visible regardless of rank explicit controlled
them components «(H10) Resource work «(H14) Understand
so safety isn't traded why people broke
away by default rules before
punishing
< ADFA UNSW
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AI Assurance Software-AL Conclusions

ASSU rance Assurance

Software Assurance - sources

* Knight, J.C., 2002, May. Safety critical systems: challenges and directions. In Proceedings
ofthe 24th international conference on software engineering (pp. 547-550).
o This paper discusses safety critical systems, what can go wrong with

them,and associated challenges in what is increasingly becoming a software driven world. (678
citationsper Litmaps; 1.1k per Google Scholar)

o Woody, C., Mead, N. and Shoemaker, D., 2012, January. Foundations for software
assurance.ln 2012 45th Hawaii International Conference on System Sciences (pp. 5368-
5374). IEEE.

o This paper articulates seven principles for Software Assurance, as one key foundation for
softwareassurance. The authors posit effective assurance was not being addressed in part
because of ageneral lack of understanding about why assurance was needed (9 citations
per Litmaps; 10 perGoogle Scholar)

o Hawkins, R., Habli, I. and Kelly, T., 2013, August. The principles of software safety
assurance.Iln 31st International System Safety Conference (pp. 12-16). Boston,
Massachusetts USA: Thelnternational System Safety Society.

o This paper presents 4+1 principles of software assurance, drawn from software safety standards

andbest practice. The authors intent for the principles to be a cross-domain core of any software
safetyjustification. (25 citations per Litmaps; 50 per Google Scholar)

ADFA N
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Suggested 20 Precepts of Software Assurance

Requirements Validity Requirements Decomposition Requirements Satisfaction Hazardous Software Behaviour

*(S1) Derive software safety
requirements from system
hazard analysis.

*(S2) Treat software
contributions as integral to the
system safety process.

*(S3) Express hazardous
software contributions
concretely and verifiably.

*(S4) Use operational/incident
data to refine software safety
requirements.

*(S5) Preserve the intent of
high-level safety requirements
through decomposition.

*(S6) Validate decomposed
requirements under realistic
environmental and operational
conditions.

*(S7) Ensure traceability
captures rationale and safety
intent, not just syntactic links.

*(S8) Re-evaluate safety intent
when new design detail
emerges.

*(S9) Structure software and
specifications to support
modular and compositional
assurance.

*(S10) Make software safety
requirements clear, detailed,
and verifiable.

*(S11) Use multiple,
complementary verification and
validation techniques.

*(S12) Target verification at
hazard-relevant behaviours and
failure modes.

* (S13) Explicitly account for
limitations of each verification
technique.

*(S14) Analyse software design
decisions for emergent
hazardous behaviours.

*(S15) Prioritise systematic
errors capable of generating
hazardous behaviour.

*(S16) Apply greater rigour to
safety-critical design elements.

¢(S17) Continue identification
and mitigation of hazardous
software behaviour throughout
the lifecycle.

Confidence (Cross-Cutting)

*(S18) Scale
assurance rigour with the
software’s contribution to
system risk.

*(S19) Assess appropriateness
and trustworthiness of
evidence, including
assumptions.

*(S20) Combine multiple
evidence types to achieve
required confidence.

AVBRTR ALLA
¥ AUSTRALIAN DEFENCE FORCE ACADEMY e ——
Canberra




Mapping Human-
Software-AL Conclusions
ASSU rance Assurance

Our top twelve principles, in our words & priority (see NIST Al 100-1 for additionals):
1. Clear articulation of the User story in each Al ML instance [HAT]

2. Early Preliminary Hazard Analysis (PHA) to band safety criticality & provide mitigation
strategies & options across the human-autonomy growth paths [HAT]

Chlorine railcar

Potential
> R - persotmel and
Rail car | potcntial offsite
Pressure indicator emergency leak 'mPlﬂ
patch kit is
avallable on site

Potential for too
low flow to the
traatment

Empty rail car &
Rail car is weighed
upon receipt
o -

inamblent ] .

temperatura

Rail cars -
insultated

3. Aflowchart developmental process [T] clearly showing representative user input opportunities,
testing & iteration [HAT] — — —o o — 1 o) ommswaemior ~ 1 [ vamng | [ ooy )

Labelled | | | Test object
video T T tracking
dataset system
fFo_ulage Labeld Training I Train
or image groun dataset T | object
labelling Footage truth detector
for video Labelled
| labelling | | | image | | | | |
¥ dataset
. Test object
Extract I Testing I | | | est objec|
frames as I dataset ] T detector
images system
A\ L4 ADI A HNSWY
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AT Mapping Human-
Sof tware-AT Conclusions

ASSU rance Assurance

4. Documented and thorough research on architectural options due to the rate and spread of
global development, leading to an appropriate evaluation for down-select [T]

Linear regression K-nearest neighbor

Naive Bayes Random forest K-Means clustering
Neural networks (CNN, RNN, ANN, LSTM) Cluster analysis

Convolutional neural networks Anomaly detection

Logistic regression Apriori algorithm

Support vector machines (SVM) Principal component analysis

5. Human-autonomy trust contract is clearly articulated,
with representative user input opportunities in the
developmental flowchart to build that trust & related test
metrics [HAT]

6. Quality assurance of the training & test data to ensure
causal (factor) representativeness & appropriate class

X_train y_train
balance [DC] Full Dataset Features  Target | B
— ""4
o b 2. Use for training
e
= g
0. Amange data [ |1. *Train Test Spit =
—f = — — ML Model
|| “Consists of -
& Random
|  sampling
b b Splitinto X tost y o
training & tost
— s 3 Use ;ov.lesung
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https://www.cec.health.nsw.gov.au/CEC-Academy/quality-
improvement-tools/pareto-charts
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means-to-explain-an-interaction/
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AT Mapping Human-
Software-AI
Assurance

Assurance

7. Comprehensive metric selection & prioritization, extending, where necessary, to an

Conclusions

amalgamated objective function [T] & where there is a decision, the Type | and Type |l errors

both need to be checked (i.e.. confusion matrix) [HAT]

condusion from
statistical analysis
Suuepl Uhe Null Reject Lhie bl

o |'r\.’¢1r : ‘ Type | Ecror } Predicted
' C:t'?:;::l:)n reject a true }'P[iﬁlnﬂ-t Ch }I-".l[ﬂ-tnﬂh
. . True Negative | False Positive
the true state Mismaich (TN) (FP)
o [ Type Il Error l Actual Match False Negative | True Positive
| _— coea o (FN) (TP)
Nl ypathesis ‘i::l‘:u:(‘:.:: Cooclusion
Is false
Recall Nanvonaga (2025) NLP example last week
Models Coherence Score Perplexity
pLSA 0.7634 -4.6237
LDA 0.4394 6471
NME 0.7987 2.0739
BERTopic's 0.264 -4.638

8. Thorough baseline performance known (i.e., causal factor representativeness, direction of
effects), as often can get lost on how bad the current approach is & that’'s best justification [T]

9. Appropriate & documented sequence variation in training input (vary complexity order, random

if you must) [DQ], [T]

. Documented optimisation of hyperparameters (i.e., setting of the training) [T]

- ADFA
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Training overview

Sequence and Features and Model Hyperparameter Performance
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https://doi.ora/10.1101/2023.06.22.544776

Gado, J. E., Knotts, M., Shaw, A. Y., Marks, D., Gauthier, N. P., Sander, C., &
Beckham, G. T. (2024). Machine learning prediction of enzyme optimum pH. bioRXxiv.
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AT Mapping Human-
Sof tware-AT Conclusions

ASSU rance Assurance

11. For Safety Critical or Operator Mission Critical Al-Enabled Systems undertake:

a) Explainable Al (XAl) to confirm algorithm triggers on main factors [T] &
validate results with SMEs [HAT]

» To assert model transparency & trust by human users, deploy XAl to
generate model explanations

« XAl is a technique applied in Al such that the results of a specific decision
can be understood by humans.

 Various algorithms:
 Local Interpretable Model-agnostic Explanation (LIME)

« SHAP module to generate and visualize global explanations for each
of the classifiers

« SHAP technique is a way of transforming “black box” Al models into
transparent “gray box” models to enhance their trustworthiness by
generating and visualizing global explanations for the model’s learned
decision boundary.

« Works by assigning a numerical value (known as the shap_value) to each
feature in the train set that defines its degree of importance to the model’s

outputs
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AI Mapping Human-
Sof tware-AT Conclusions
Assurance Assurance
XAl example
Top 4 SHAP features on an Top 4 SHAP features on a
Model - aceace |
imbalanced dataset balanced dataset ’
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2 - . oo I
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Activity subtype State E%ean[l&r:;l’ aluellt[:l.rerage ';;actmr::;del outp .fli\\agn'uxi;eyi*
L | uipu I
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State Registration type

AD F A Nanyonga A; Wasswa H; Joiner K; Turhan U; Wild G, 2025, 'Explainable Supervised Learning Models

for Aviation Predictions in Australia', Aerospace, 12, http://dx.doi.org/10.3390/aerospace12030223 UNSW
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AT Mapping Human-
Sof tware-AT Conclusions

ASSU rance Assurance

11. For Safety Critical or Operator Mission Critical Al-Enabled Systems undertake:

b) Anti-fragility testing using Black Swan events & where necessary add exception
training to additional outer layers or other mitigations [HAT]

KNOWN UNKNOWN

+ “As we integrate machine learning (ML) into mission-critical
systems in healthcare, finance, transportation, and social-
scale infrastructure like power grids, a vital question arises
about ensuring safety, security, and reliability despite
myriad stressors (Hendrycks et al., 2021b). These manifest
as natural or adversarial perturbations, aleatoric/epistemic
uncertainties, distribution shifts (including domain shift,
concept drift, nonstionarity, and out-of-distribution events).

AWARENESS
KNOWN

UNKNOWN

* there is no word for the exact opposite of fragile. Let us call
it antifragile. Antifragility is beyond resilience or robustness.
The resilient resists shocks and stays the same; the
antifragile gets better. ...

* Novel outliers routinely breach reactive defenses, raising
concerns about their limitations against rare but impactful
‘black swan” events (Taleb, 2010). (Nair
et al., 2022) present statistical arguments about why such
long-tailed phenomena prove unexpectedly ubiquitous. ... there in the distance, but we don't

[8 types, e.g.] clearly perceive their full
* Adversarial ML: Vaccination by attack” dimensions.”

“In contrast to the unpredictable
nature of black swans, gray rhinos
are probable events with high
impact. We see these risks out

Jin, M. (2024). Preparing for black swans: The antifragility £
imperative for machine learning. arXiv preprint arXiv:2405.11397. e td


https://arxiv.org/html/2405.11397v1#bib.bib51
https://arxiv.org/html/2405.11397v1#bib.bib117
https://arxiv.org/html/2405.11397v1#bib.bib90

AT Mapping Human-
Sof tware-AT Conclusions

ASSU rance Assurance

12. For Safety Critical or Operator Mission Critical Al-Enabled Systems undertake Out of
Distribution Detection or other Al monitoring Al with human alert [T], [HAT]

Training Inference
J ©
* e, Deployment o = ek . f‘WIjen'faced with o.ut-of-
W e 2Ty " g o °. distribution data, their
PR P A O P~ ¥ S « @ _ o activations can misfire, and
& &% o S L5 : their performance can
. ; - ° ' ) drastically plummet, leading to
. x unreliable or even hazardous
e, outcomes in real-world
z j .: o ¥ applications.
~ ¢ In-distribution samples AR
® " » Despite their prowess and

Out-of-distribution samples . . .
® P intricate loss function designs,

models exhibit OOD brittleness

m Al primarily due to their training
Inpat A system ” Output regimen. Their hyper-fine-
\_/ tuning can make them less
) AAl Output adaptable to unfamiliar inputs,
Assurance Al 3 & emphasizing the need for

novelty detection.”

Expected / Not expected
Based on training

AD F A https://encord.com/blog/what-is-out-of-distribution-ood-detection/
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Mapping Human-

Software-AI Conclusions
Assurance

Al Assurance — sources (+8)

Ashmore, R., Calinescu, R. and Paterson, C., 2021. Assuring the machine learning
lifecycle: Desiderata, methods, and challenges. ACM computing surveys (CSUR), 54(5),
pp.1-39.

o This paper provides a survey of the assurance of ML, at different stages of the machine learning
lifecycle. The paper defines assurance desiderata for each
stage and reviews methods to achieve them. (198 citations per Litmaps; 499 per Google Scholar)

Neto, A.\V.S., Camargo, J.B., Almeida, J.R. and Cugnasca, P.S., 2022. Safety assurance of
artificial intelligence-based systems: A systematic literature review on the state of the art
and guidelines for future work. IEEE Access, 10, pp.130733-130770.

o This paper presented a Systematic Literature Review on the state of the art of the safety
assurance of Al-based systems. The paper discusses five main approaches to assuring Al, and 15
themes for future research topics. (40 citations per Litmaps; 69 per Google Scholar)

Paterson, C., Hawkins, R., Picardi, C., Jia, Y., Calinescu, R. and Habli, I|., 2025. Safety
assurance of Machine Learning for autonomous systems. Reliability Engineering &
System Safety, 264, p.111311.

o This paper introduces the Assurance of Machine Learning for use in Autonomous
Systems(AMLAS) methodology. The methodology describes how to systematically integrate
safety assurance into the development of ML components (6 citations per Litmaps; 7 per Google
Scholar)

AUSTRALIAN DEFENCE FORCE ACADEMY
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Assurance

Mapping Human-
Software-AI
Assurance

Conclusions

Suggested full 20 Precepts for Al Assurance (12+8)

* (A1) Risk led scoping &
user story alignment

e (A2) Early hazard
analysis & criticality
banding

e (A3) Plan build test
with integrated
representative users

¢ (A4) Documented
architecture selection
& limits

e (A5) Human autonomy
trust contract &
escalation

/ADFA

AUSTRALIAN DEFENCE FORCE ACADEMY

¢ (A6) Data governance
with provenance and
suitability

¢ (A7) Causal factor
representativeness

* (A8) Appropriate
metrics & objective
functions

¢ (A9) Established
baselines & deltas

* (A10) Curriculum &
hyper parameter
discipline

* (A11) Explainability
that is fit for assurance

* (A12) Adversarial &
stress based
robustness

* (A13) Uncertainty &
confidence in safety
claims

 (A14) Shift, data drift
& ODD compliance

* (A15) Integrated V&V
strategy (testing +
formal methods)

* (A16) Traceability of
safety requirements,
data, models &
evidence

e (A17) Scenario-based

and ODD-driven
testing & simulation

* (A18) Runtime

monitoring, safety
indicators & recovery
actions

* (A19) Change

management,
retraining triggers &
re-qualification

* (A20) Structured

safety case &
evidence
completeness

.........



Great AT RMFs exist
We should simply adopt one & expect compliance...

Four functions: Govern, Map, Measure, Manage
Focus on data quality [DQ], transparency [T], human oversight[HAT]
AL ML awareness is critical to understanding risks

System safety & security engineering frameworks are key to managing AI-
enabled systems

Enables audit & robust testing tailored to latest techniques
20 suggested principles to measure awareness training & test competency

Can trainees understand them?
Can they apply them to assurance deliverables & cooperative test events?
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